WNVT & WNVC Security Proposal


ELECTRONIC PHYSICAL SECURITY 

SST is an assembly of seasoned industry veterans averaging over 15 years experience each and this knowledge combined with our robust product lines translates into a valuable combination for our clients. For additional information please visit our web site at www.1SST.com
SST is very excited to have this opportunity to present this information. If SST is selected as your electronic security vendor you will enjoy the full benefits of a company that’s large enough to serve you and yet small enough to know you. You will also enjoy from SST faster response and more personalized service than one could ever expect from larger organizations where all clients are considered equally unimportant. With SST all of our clients are extremely important and they receive the attention to details they richly deserve.

Thank you very much for allowing me to introduce SST and please don’t hesitate to call with any questions or comments. If I’m unavailable in the office I can be reached on my portable at (703-447-1504) or via e-mail at DRadoski@1sst.com.

Sincerely:

Derek Radoski, CPP
SST
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SST Corporate Profile & Qualifications

Corporate Overview

Our Mission 

SST is a security management system provider dedicated to providing unsurpassed customer service and reliable, cost efficient solutions with excellence in design, installation and maintenance.

Our Core Business

SST is a professional security solution firm dedicated to meeting the needs of industry and government.

SST is one of the Washington DC metropolitan areas leading security companies. Specializing in providing consulting, design and integration services, support services for a wide spectrum of clients requiring specialized systems for both new and existing facilities.  Our staffs of security specialists have many years of experience with government facilities and a host of industrial and commercial clients.

SST offers complete engineering, design, integration and consulting services for security programs required by industry, commercial facilities and government.  Our services can be applied to new or existing facilities.  SST has a Commonwealth of Virginia Class A contractor’s license and is licensed by the Department of Criminal Justice Services in the Commonwealth of Virginia to provide security services.  The Small Business Administration classifies SST as a small business.

SST has technical expertise in the following areas:

· Computer Based Security Systems Integration 
· Access Control Systems Integration


· CCTV Systems Integration
· DCID 6/9 UL2050 SCIF
· Intrusion Detection Systems Integration 
· System Design Engineering
· Facilities Design    
· Alarm Assessment
· Requirement Analysis
· Installation/Testing/Training
· Project Management        
· Maintenance/Service      
· Risk Assessment                    
· Physical Security Systems
We are experienced with all major access control and alarm monitoring systems.  In addition our experience includes integration of Video Imaging ID Systems.  Our Closed Circuit Television Systems experience includes (and is not limited to); black and white and color cameras, matrix and PC based switching systems, video motion detection systems and fiber optic transmission systems.  Our CCTV experience includes support of all ancillary equipment associated with these applications as well.

SST assumes management and technical responsibility for all projects undertaken and can augment its own resources with specialized technical services to meet client requirements.  SST is structured to ensure the personal attention and direct responsibility of executive management.   

SST offers a full spectrum of expertise required ensuring a successful project.  Our goals are similar to our clients: design effectiveness and simplicity, minimum operation and maintenance requirements and a minimum impact on facility operations using cost effective “off-the-shelf” and proven solutions.

SST provides the latest computer based tools to support our personnel.  Project management, database, word processing and CAD software packages are extensively utilized.  Our offices are equipped with networked workstations utilizing the latest microcomputer and PC based hardware and software.   

Location  


SST is located in modern office space located in Alexandria, Virginia.  The office is conveniently located to serve the Washington Metro area. The office has immediate access to Interstate 95, The Capital Beltway, I-395 and the Fairfax County Parkway.  The office address is 5875 Barclay Drive Suite#7, Alexandria, Virginia 22315.

Strategic Relationships

SST is the mid-Atlantic region's number one Software House sales and service organization.    

Key SST Personnel Available 

Mr. Howard J. Belfor, CPP President
Career Summary

Mr. Belfor has over 25 years of experience in the electronic security industry, including 15 years in executive management positions. He is co-founder and President of SST.

Specialized Experience

Mr. Belfor has been directly responsible for a number of large complex programs including security controls at Washington Dulles and National Airports, CSC’s Washington Metro buildings, Children’s Hospital National Medical Center and many other projects both large and modest in size.

Mr. Belfor was actively involved in developing and providing systems, which met the stringent security requirements of the FAA’s FAR 107.14.

Mr. Belfor has extensive background in the design and implementation of systems for industrial and commercial facilities as well as governmental, financial and communications companies.

Professional Achievements

Guest speaker at security seminars, trade affiliations, and symposiums, author of several corporate security and aviation security articles.

Professional Association

Member of ASIS since 1981

Mr. Keith A. Mulholland, Executive Vice President – Operations/Project Management

Mr. Mulholland has over 17 years of experience in the electronic security industry. He began his career as an installation / service technician for a commercial access control & security systems dealer. He held many positions including operations, manager, service manager, and project coordinator, technical and sales training instructor.  Mr. Mulholland is co-founder of SST.   

Specialized Experience

Mr. Mulholland has been involved with many different security products and applications. He has a broad understanding of installation, preventive maintenance, service and repair of all types of electronic security devices and systems. Mr. Mulholland is also a licensed master electrician.

His project management responsibilities included integrating the access and alarms for the State Departments annex, NetTel new corporate HQ and CSC’s buildings in the Washington Metro area. Mr. Mulholland has a through understanding of coordinating and scheduling of task management.

Professional Achievements

Author of several security application and product specific training courses and manuals.
Mr. Joseph Perretta, Columbia, Maryland SST General Manager 
Career Summary

Mr. Perretta has over 20 years of experience in the electronic security industry, including 4 years in sales management positions. He is the General Manager of SST’s Columbia, Maryland office.

Specialized Experience

Mr. Perretta spent the first 11 years in the industry as a special project manager for several key assignments. These include the World Bank Main Headquarters Rehabilitation Project, The International Monetary Fund Campus Upgrade, and the First American Data Center project. 

As a sales executive he brought his real world experience on extremely large-scale projects to fruition with the design of many complex programs. These include security controls at Discovery Communications Creative and Technology Data Center, Sprint Communications Web Hosting Center, and the Federal Deposit Insurance Corporation plus many other projects both large and modest in size.

Mr. Perretta has extensive background in the design and implementation of systems for industrial and commercial facilities as well as governmental, financial and communications companies.

Professional Association

ASIS 

Mr. Derek Radoski, CPP Director of Sales SST SMA

Career Summary

Mr. Radoski, CPP has over 12 years of experience in the electronic security industry, including 5 years in sales management positions.

Specialized Experience

Mr. Radoski, CPP spent the first 5 years in the industry working in distribution of physical electronic security equipment.  He spent 3 years working as a manufacturer’s representative for CCTV, Digital Video Recording, and Access Control equipment.  Mr. Radoski, CPP has spoken publicly at several industry events as well as having taught over 100 courses in Digital Video Recording / Analog Video System / Networked Access Control and Networked Video Solutions.  Mr. Radoski has spent the first 3 years working with SST as a senior account representative. 

As a Senior Account Representative he has brought his experience on extremely large-scale projects to fruition with the design of many complex programs. These include security controls at Washington Metropolitan Transit Authority “WMATA”, The National Transportation Safety Bureau “NTSB”, The Alcohol Tobacco and Firearm “ATF” and a 40 building security integration project for Georgetown University.  Derek Radoski, CPP also specializes in complex system including SCIF work as building management controls.

Mr. Radoski has obtained the highest certification available in the security industry from The American Society of Industrializes Security “ASIS” and is a Certified Protection Professional “CPP”

Professional Association

ASIS

NBFAA

VBFAA

Dradoski@1sst.com
703-913-7100 X6170

703-861-2756

SST Corporate Experience and Customer References

NASD

Key West Avenue

Rockville, Maryland

Mr. Bob Noyes at 240-386-5265

SST has successfully integrated all of the access controls for National Association of Security Dealers (NASD) in the Washington, DC metro area. The upgrade project was of great scope, including sites overseas. SST has been under contract with NASD for enhancements and system maintenance for over three (3) years. 

In addition SST has provided systems for the following clients which demonstrate a proven track record of successfully providing services similar scope and complexity to those expected of your clients. 

Children’s’ Hospital National Medical Center

111 Michigan Avenue

Washington, D.C.

Mr. Keith Mcglen @ 202-884-2757

The system has over 120 readers, 110 plus cameras, parking controls, emergency call stations, Video Imaging and ten plus remote sites. Off site monitoring of critical alarms at remote sites are included. SST has been CNMC’s security vendor for three (3) years. SST prepared the design, performed the installation and maintains the system. 

Secured Sites references available upon request

Partial Client List
· General Dynamics

· Riptech

· NASDAQ

· Georgetown University

· Marriott Data Center

· MCI WorldCom

· PSINet

· Skadden Arps & Associates

· Level III Communications

· Pulse Communications

· Alcatel

· Digital Access Corporation

· Veritec

· Computer Associates

· Pollinger-Shannon & Luchs

· MediaTech

· First Federal Data Systems

· Chubb Institute

· American Postal Workers Union

· AT&T

· Covance Labs

Typical Project Management Plan

SST’s project responsibilities are executed through a highly structured Project Management process.  Project Managers have centralized responsibility for all aspects of assigned projects including the authority to task engineering resources, procure materials and allocate installation resources as required.  Project Managers have direct access to senior management through regularly scheduled weekly Project Review meetings and unscheduled meetings as required.  Project oversight is maintained with a Project Management software program (Microsoft Project for Windows), which manages all key/critical milestones of the project including construction schedule, material delivery schedules, manpower loading requirements, etc.  Ultimately, the Project Manager is responsible for the successful execution of the assigned project within schedule and budget.

Of equal importance is the quality of the field installation personnel.  SST’s installation personnel have long career tracks in the execution of high technology integrated security systems and, in many cases, are multi-disciplined craftsmen.  In addition, a large percentage of our installation personnel are technically qualified to perform field level trouble shooting to quickly identify and isolate malfunctioning equipment that, subsequently, could impact installation schedule and budget.
The SST project team members designated to perform the proposed Project have extensive industry experience. This includes security surveys, security systems evaluation and analysis, security project development, security system engineering and design, CCTV, intrusion detection, access control, communications, security systems integration, installation, computer-based security systems hardware and software, security system testing, training, maintenance, and quality assurance.

SST provides follow-on support to projects with factory trained service technicians that are capable of servicing all manner of state-of-the- art security equipment.  SST’s service department is capable of meeting a variety of maintenance and service requirements including four- (4) hour response and four (4) hour correctable requirements.  SST’s service department maintains an extensive supply of spare equipment to minimize field analysis and repair time of malfunctioning equipment or systems.

The SST Project Manager will be the official point of contact between CLIENT and SST for all Project efforts.  He will be responsible for SST’s technical and financial performance on the contract.  The Project Manager will have total administrative responsibility for, and control over, those resources in accordance with applicable corporate policies and procedures.  This type of semi-autonomous, project-oriented authority has been demonstrated to be highly effective and SST’s experience indicates that it is essential for ensuring effective contract management and responsive technical performance.  

The SST Project Manger will develop key Project management documents, the most important being a detailed Project Plan prescribing the manner in which the work activity will be conducted to ensure that Project requirements are met.  The Project Plan will include the Objectives, Scope, Design Definition, Project Organization, Project Schedule, Project Controls, Quality Assurance and feedback mechanisms.

The SST Project manager will manage the Project in an efficient manner using the most up-to-date, automated project management, cost accounting, planning and scheduling tools available.  The Project Manager’s specific duties, along with his support staff, include the following:

· Perform all SST-CLIENT interface;

· Develop a comprehensive project schedule for project planning, tracking, and budgeting;

· Assist in the coordination of all efforts between the engineering disciplines, equipment suppliers, and installation personnel;

· Provide related project management controls and administrative support.

Project Schedule

SST will apply top-down structured planning to build the Project Plan.  This method of planning provides coordination of key SST Project Team members right from the start and ensures a fully integrated, cohesive Project.

The Plan begins by gaining a perspective of the overall Project.  Project goals, major tasks and hand-off points between SST Project Team members are established and broken down to a manageable level of detail. Responsibility assignments are accomplished through use of Project planning tools such as the work breakdown structure and automated resource allocation and scheduling tools.  The Plan’s ultimate purpose is to provide for efficient control and tracking of each phase of the Project in attaining the final goal on time, on budget, and with zero defects at site acceptance.

A primary management tool is the Project schedule.  Developed during the Project planning stage, the Project schedule provides a capsule of SST sequence of activities, the relationship among activities and the major Project milestones.

SST will develop a detailed Project schedule for conducting existing site condition verification studies, Functional Specification review, Final Design, procurement, installation, test, and acceptance.  SST will use Microsoft Project for Windows (MSP) as a planning, scheduling, and work control tool for this Project.  MSP uses both PERT and Gantt charts to graphically display project schedules.

The project schedule will include:

· Major Project Milestones

· Major activities/tasks

· Supporting activities/tasks

· Individual activity/task duration

· Manpower/resource requirements

· Critical Path

Project duration is determined prior to notification to proceed. All lead times are computed.  Naturally, many tasks are performed in tandem with others.  Availability of equipment furnished and installed by others including doors and wall prep is a key factor in our implementation time line.  SST has extensive experience in managing fast track; build out projects where coordination with other trades is essential.  It is our intent to provide OUR CLIENTS with an overview and establish an aggressive plan based on individual site needs and organizational and construction activities, which need to be factored into the project plan. 

Quality Assurance

Quality Assurance (QA) is a significant SST concern in the areas of hardware quality, engineering and integration thoroughness, validity and verifiability of software, and installation.  Throughout all OUR CLIENTS’S projects, SST will apply the philosophy that quality can only be designed and built-in, not inspected in.  Each stage of the Project will have predefined goals and standards for success, from the review of OUR CLIENTS’S Integrated Electronic Facility Security System requirements through final design, procurement, installation and system testing, to site acceptance.  SST will establish measurable and observable criteria to allow objective measurement for the achievement of each stage in the QA Program.  This will ensure that quality will be designed and built-in.

SST will develop the Project-specific Quality Control Plan (QCP), which establishes practices and procedures to ensure compliance with the Functional Specification.  This QCP will also ensure that QC measures and procedures are applied to all identified hardware, software, main system, and subsystem components.  The QCP will stipulate submittal of component and subsystem test results prior to shipment to further ensure that all products supplied by vendors satisfy contract requirements.  SST will identify and establish that the selected equipment suppliers have documented QA Programs, and that they demonstrate to SST’s satisfaction that they have been applied in the past, and will be applied throughout the course of this Project. 

Project Deliverables
SST shall supply as part of any project the following documentation:

· Project Plan

· Safety Plan

· Hardware Manuals

· Software Manuals

· Operators Manuals

· Maintenance Manuals

· Complete Bill of Materials

· Complete Set of Installation Drawings

· Installation Plan

· System Test and Acceptance Plan

· As-Built Drawings 

Project Training

SST will provide training to OUR CLIENTS’S personnel on the set-up, programming, and use of the Integrated Electronic Facility Security System.  The following is a brief overview of our training plan. 

Training Plan Overview:

Identify selected members of OUR CLIENTS’S staff to be trained.


The training is typically conducted with both classroom and hands on instruction.  One set of manuals for each attendee.  Class size should be limited to five (5) people. Two types of instruction will be conducted one for the administrators of the system and one for the control desk personnel.  If it is envisioned that individuals will perform both tasks than attendance and class material will be tailored to this requirement.  The control desk training is significantly shorter in duration then that provided to the administrator (s).

· Review system overview utilizing site plan and riser diagram.  

· Review system components

· Software overview



How to use manual




Access System Components



System Configuration





Controllers, Devices, Status levels, time zones, holidays, alarms



Windows Primer



Using Windows and Geoffrey



Logging into the system



Getting Help

System Programming Guide 

How to develop your access plan

· Photo ID Procedures- 

Cardholders



Capturing an image



Storing an image



Printing on an access Card



Entering the card information into the database



Card holders general review, adding, deleting, modifying, sorting, 

finding....etc



Operators



Setting privileges levels



Reporting on Operators



Backing up the system

· CCTV 

Overview



CCTV components




System configuration



CCTV, Switchers, Monitors, PTZ controls, Multiplexer, VCR



Program setting, parameter



Logging into the systems



Recording activity



Play back of activity



VCR settings 

· Duress and Intercommunications- 


Overview



Responding to a call



Remote release of a control point



Duress Alarm action

As added value to OUR CLIENTS, SST will provide refresher training to OUR CLIENTS personnel as needed at no additional cost.

Project Maintenance
SST can provide maintenance on the hardware, software, and equipment currently installed at WITH MOST CLIENTS.  SST can provide all labor, parts, and equipment for required system maintenance under the terms of our standard annual maintenance agreements. SST will supply all maintenance supplies, test equipment and repair parts to keep the system functional.  SST will provide signed incident reports to OUR CLIENTS at the completion of each maintenance call.  Authorized personnel experienced and qualified to provide the required services will perform all services performed under this agreement.

SST understands software support shall be available on a normal basis between Monday and Friday from 0800 to 1700 and include an emergency access capability, agreeable to OUR CLIENTS on a 24-hour, 7-day a week basis with a maximum four-hour response time.
Upon award of contract, SST will submit for our clients’s review a recommended preventive maintenance plan for approval.  The following is an example of preventive maintenance services typically performed by SST during the first and subsequent years of system operation:

Monthly

1. Make complete rounds of equipment.

2. Inspect control panels and the interior of equipment cabinets.

3. Clean video monitors, observe picture quality, and adjust as needed.

4. Functionally test each major system.

5. Backup software and system data.

6. Inspect CPU’s and observe status indicators.

7. Clean CPU cabinets.

8. Perform software file maintenance.

Quarterly

1. Replace ribbons and clean printers.

2. Clean and test floppy disk drives.

3. Functionally test intercom system and observe the audio quality.

4. Functionally test the CCTV system.

Biannually

1. Clean air filters of cooling fans.

2. Run diagnostic software on CPU’s.

3. Measure voltage of standby batteries with and without load and test connected systems while running on standby power.

4. Back up system software and data.

Annually

1. Clean lenses and adjust focus on cameras.

2. Thoroughly clean equipment cabinets and inspect electrical connections.

3. Measure the output voltages of all power supplies.

4. Functionally test all switches of control panels.

5. Test and inspect all remote intercom stations, verify output levels, and observe audio quality.

6. Operate systems having standby batteries with normal utility power shut off or disconnected.  Continue to operate on UPS and batteries for sufficient time to exercise batteries for rated capacity or lowest safe level of discharge.

7. Test and observe quality of all video monitors, cameras, and switching equipment.  

8. Test and measure performance of selected cameras and monitors.

Products Supported

SST has impressive support capabilities for a variety of security product lines. Please see the following lists for details:

Integrated Access Control and Photo-ID Badging Systems

· Geoffrey Systems 

· Casi-Rusco

· Honeywell Nexwatch

· Software House/ Sensormatic ACD

Card Reader Technologies

· Proximity

· Bar Code

· Magnetic Stripe

· Wiegand

· Biometric

Video Matrix/ Switching Systems

· Panasonic

· Pelco

· Phillips

· Vicon

· Kalatel

· American Dynamics/ Sensormatic VPD

· Robot/ Sensormatic VPD

· Gyyr

Video Digital Recording Systems

· Image Vault

· Salient Systems

· Intellex

· Integral Technologies

· Panasonic

· NVR/Cortex

· Pelco

· Vicon Kollector

Intrusion Detection Systems / SCIF UL2050 CRZH

· DMP

· Moose/Sentrol

· Ademco

· Many Others

Emergency Communications and Intercoms

· Red-Alert

· Code-Blue

· Aiphone

· Talk-A-Phone

· Gaitronics

· Seidle

Ancillary Products

· Electric locking hardware

· Power supplies

· Emergency exit buttons

· Request-to-exit devices

· Cabling and conduit

· Fiber optic testing and terminations

· Fiber optic components

· Security consoles
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